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1. Installation der Spectrum Protect Client-Software

Laden Sie die Spectrum Protect Client-Software abhangig von lhrer Mac OS X
Version unter folgender Web-Seite herunter:

https://rrzk.uni-koeln.de/13494 .html

Mit einem Doppelklick auf die Datei <version>-TIV-TSMBAC-Mac.dmg“ um die
Installationsdatei zu 6ffnen.

Doppelklick auf die Datei IBM Spectrum Protect.pkg um die eigentliche Installation
zu starten.

A 4

IBM Spectrum Protect.pkg

Die Installation startet und der Willkommensbildschirm wird angezeigt.

Welcome to the IBM Spectrum Protect Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

Die Release Notes des aktuellen Clients werden angezeigt. Klicken Sie auf
Continue.


https://rrzk.uni-koeln.de/13494.html
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Important Information

e IBM Spectrum Protect Backup-
Read Me Archive Client Version 8.1

Licensed Materials - Property of IBM

5725-W98
5725-W99
5725-X15

Copyright International Business Machines Corp. 2016, 2017.

US Government Users Restricted Rights - Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Installation instructions

For installation instructions, see Installing the IBM Spectrum Protect™
backup-archive clients.

Release notes

Print... Save... Go Back Continue

Im Anschluss werden Sie nach der Art der Installation gefragt. Hier wahlen Sie bitte
die Standard Variante.

Standard Install on “MacOSX SSD”

- This will take 521,3 MB of ter.
Introduction is will take 521,3 MB of space on your computer.

Read Me Click Install to perform a standard installation of this software

o on the disk “MacOSX SSD"
Destination Select

Installation Type

Change Install Location...

Go Back Install

Zur Installation des Clients werden Sie zur Eingabe eines Mac OS X Accounts mit
Administrationsrechten (,root“- Rechten) aufgefordert.
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The installation was completed successfully.

Introduction

Read Me
Destination Select
Installation Type

Installation The installation was successful.

Summary The software was installed.

Close

Damit ist die SpectrumProtect-Client Software installiert.
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2. Berechtigungen in Systemeinstellungen

In den Systemeinstellungen unter MacOS mussen folgenden Berechtigungen fiir den
Spectrum Protect Client eingerichtet werden.

Offnen Sie die Systemeinstellungen, und dort den Bereich ,Security & Privacy*

® o0 it System Preferences | Q |

Michael Pape a -
Apple ID, iCloud, Media & App Store
Apple ID Family
Sharing
i W m @B O Q X

General Desktop & Dock & Mission Siri Spotlight Language Notifications
Screen Saver Menu Bar Control & Region & Focus
~ -
v s LH o
Internet Passwords Wallet & Users & Accessibility Screen Time Extensions Security
Accounts Apple Pay Groups & Privacy

|
Software Network Bluetooth Sound Touch ID Keyboard Trackpad Mouse :
Update ;
1
¥ |
- “w m e O |
. p
s e e
- - = |
Displays Printers & Battery Date & Time Sharing Time Startup
Scanners Machine Disk I

B
®

Java OpenAFS

Anschliessend den 4. Tab ,Privacy” auswahlen.
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e < i1 Security & Privacy Q

General  FileVault  Firewall | Privacy

A login password has been set for this user  Change Password...

Require password immediately e after sleep or screen saver begins

Allow apps downloaded from:

[E5] Click the lock to make changes ?

Im Bereich Privacy ,Full Disk Access* anwahlen. Um Anderungen durchfiihren zu
konnen, das Schloss auswahlen und ,6ffnen®.
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General

k.‘ Microphone

FileVault

Security & Privacy Q

Firewall  Privacy

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups
and certain administrative settings for all users on

it  Speech Recognition

Accessibility

- Full Disk Access

Files and Folders

@ Screen Recording

Media & Apple Music
Q HomeKit

é Cligk the lock to make changes.

this Mac.

Fir den ,Full Disk Access® Uber ,+“ in das Verzeichnis /Library/Application
Support/tivoli/tsm/client/ba/bin wechseln und ...

iii
<
g8
<

L[ Michaels MacBook... Name

£ Macintosh HD
& sofs2.uni-koeln....

@ Network

Gal Pictures

J7 Music

B Movies

[ Documents
@ Recents

& Applications
& Public

@© Downloads

= Desktop

> backup
> @ cit

> @@ cs_cz
> DE_DE

M dsmadmc
M dsmagent
M dsmc

M dsmcad
M dsmcert

£ client
£ tsm

£ tivoli

£ Application Support
5 Library

[acintos

M Michaels MacBook Pro

2 bin

£ Macosx

£ temp

£ Windows

£ Adminstration

Date Modified

7. July 2022 at 14:55
3. November 2022 at 17:19

27. September 2023 at 11:28
27. September 2023 at 11:28

30. August 2023 at 11:08
30. August 2023 at 11:08
30. August 2023 at 11:08
30. August 2023 at 11:08
30. August 2023 at 11:08

... die beiden Programme dsmagent und dsmcad hinzufliigen.

Q

Date Created

7. July 2022 at 14:55
18. February 2020 at 17:0!

24. Septemb...2022 at 00:
24. September 2022 at 0C

30. August 20

30. August 20

3at11:08
at11:08

2

30. August 2023 at 11:08
30. August 2023 at 11:08
30. August 2023 at 11:08

Cancel
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L1 Michaels MacBook...

& Macintosh HD
&) sofs2.uni-koeln....

@ Network

G Pictures
J7 Music

E Movies

[ Documents

@ Recents

be

% Applications

&

Public
Downloads

Desktop

I De

TSM-NAS

[] dsmagent
[7] dsmcad

n
<
|
<

Name

> backup

N

cit

>@ cs_cz
> £ DE_DE

M dsmcert

£ bin Q

Date Modified Date

7. July 2022 at 14:55

18. February 2020 at 17:0!

27. September 2023 at 11:28  24. Septemb...2022 at 00:

27. September 2023 at 11:28  24. September 2022 at 0C

August 2023 at 11:08
. August 2023 at 11:08

August 2023 at 11:08
. August 2023 at 11:08
August 2023 at 11:08 August 2023 at 11:08
. August 2023 at 11:08 . August 2023 at 11:08
30. August 2023 at 11:08 30. August 2023 at 11:08

Anschliessend wieder Uber ,+“ in das Verzeichnis Applications/IBM Spectrum Protect

wechseln und...

L1 Michaels MacBook...
& Macintosh HD
&) sofs2.uni-koeln....

@ Network

G Pictures

J7 Music

H Movies

[ Documents
@ Recents

2. Applications
& Public

@® Downloads
= Desktop

5 TSM-NAS

A
I
<
&

<

Name

@ 1BM Spectrum Protect Tools for Administrators.app
® IBM Spectrum Protect.app

B

IBM Spectrum Protect ) Q
5 Applications
T Macintosh HD ™ Date Modified Date Created

M Ich ek 27. September 2023 at 11:28  30. August t11:08
27. September 2023 at 11:28  30. August 2023 at 11:08

£ bin

£ MacOSXx

£ temp

£ Windows

£ Adminstration

Cancel

...die beiden Dienstprogramm entsprechend der Abbildung hinzufiigen.
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< = v Z 7 IBM Spectrum Protect [ Q

L1 Michaels MacBook... Name

£ Macintosh HD < IBM Spectrum Protect Tools for Administrators.app

27. September 2023 at 11:28  30. August 2023 at 11:08
s IBM Spectrum Protect.app

27. September 2023 at 11:28  30. August 2023 at 11:08

&) sofs2.uni-koeln....

® Network

Gl Pictures

J7 Music

[ Movies

[ Documents
@ Recents

2. Applications
& Public

@® Downloads

(=) Desktop

5 TSM-NAS

3. Grundkonfiguration

Nachdem Sie den Client erfolgreich installiert haben, finden Sie unter Applications

einen neuen Ordner Spectrum Protect. In diesem Ordner klicken Sie bitte auf IBM
Spectrum Protect Tools for Administrators.

<
Favorites \,:/w
£33 public c,('
£ Al My Files A
<7 iCloud Drive IBM Spectrum IBM Spectrum README.htm
) Protect...ators.app Protect.app
@ AirDrop

/A Annlicatinne

Nach dem Start des Tools werden Sie gefragt, welche Anwendung Sie mit

administrativen Rechten ausfihren moéchten. Wahlen Sie IBM Spectrum Protect
und klicken auf OK.

Which application do you want to run with Admi...

IBM Spectrum Protect
Start the Client Acceptor Daemon
Stop the Client Acceptor Daemon

Cancel OK

Zum Start des Clients werden Sie zur Eingabe eines Mac OS X Accounts mit
Administrationsrechten (,root“- Rechten) aufgefordert.

Dann Starten Sie den Konfigurations-Wizard uber die Menus ,Utilities -> Setup
Wizard“. Es erscheint folgender Dialog, den Sie mit ,Next® bestatigen.

10
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TSM Client Configuration Wizard

TSM Client Options File Configuration Wizard

This wizard will guide you through the configuration process
of the initial basic TSM Client options file.

= Client Options File
Choose Task
TSM Client Node Name
Communication Method
Server Stanza
Include /exclude list

After you have finished the initial set up of the options file
you can use the Preferences Editor to specify other client
options.

File Exclusion
Confirm and Apply
Finish

| Cancel | < Back | Next> | Apply Finish

Anschlieend ist der Eintrag zum Erstellen einer neuen Optionen-Datei ausgewahlt.
Den Dialog bestatigen Sie ebenfalls mit ,Next"

TSM Client Configuration Wizard

Options File Task

"=

Which task do you wish to perform?

Client Op
=> Cho s|
TSM Client Node Name

Communication Method
Server Stanza
Include/exclude list
File Exclusion

Confirm and Apply
Finish

Client Options File

+/ Choose Task

=> TSM Client Node Name
Communication Method
Server Stanza

Include /exclude list
File Exclusion
Confirm and Apply
Finish

Create a new options file

Select this option if you do
not already have a TSM
client options file. TSM will
create an options file for
you based on your
specifications in this
wizard.

(e) Create a new options file
Update my options file

() Import from an existing options file for use

| Cancel | | <Back | | Next>

Apply Finish

Im folgenden werden Sie aufgefordert, den Node-Namen einzutragen
entnehmen Sie der Antwort-Mail zu |hrer Registrierung.

TSM Client Configuration Wizard

Client Node Name

The node name is a unique
name used to identify your
client node to the server
when you begin a client
session. Type the name of
your client node to identify
your node to the server.

The length of the node
name can be 1 to 64
characters.

e

TSM Client Node Name

Which is the TSM Client Node Name to use?

Node Name
[TSM-NodeName

[ cancel | [ <Back | [ Next> |

Apply Finish

. Diesen

Als nachstes missen Sie die TSM-Server-Adresse und die Port-Nummer eintragen.
Diese Daten entnehmen Sie ebenfalls Ihrer Registrierungsbenachrichtigung.

11
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Beispieldaten aus der Benachrichtigung:

TCPServeraddress tsm1.rrz.uni-koeln.de

TCPPort 1503

S
=

Client Options File

+/ Choose Task

+/ TSM Client Node Name

+/ Communication Method

—> Communication Options
Server Stanza
Include/exclude list
File Exclusion
Confirm and Apply
Finish

TSM Client Configuration Wizard

TCP/IP Options

What is the TCP/IP address and port of the TSM server?

Server Address

Specify the name or the

TCP/IP address of the Serveraddress
machine where the Tivoli |<servarname>
Storage Manager server is

running.

Port Number

1500

| Cancel | | <Back | | Next> | Apply Finish

Hier wird der Name der TSM-Server Instanz eingetragen:

Beispiel: TSM1

"=

Client Options File

+ Choose Task

+/ TSM Client Node Name
+/ Communication Method
+/ Communication Options
=> Server Stanza

Include /exclude list
File Exclusion
Confirm and Apply
Finish

TSM Client Configuration Wizard

e

TSM Server Stanza

Which TSM server stanza name do you want to use?

Server Stanza

Specify a Tivoli Storage
Manager server to contact
for services. You can also
specify a new server to <TSM-Server>
contact, and to begin a

stanza containing

parameters for that server.

Server stanzas are stored

in the client system options

file (dsm.sys).

Server Stanza

| Cancel | | <Back | | Next> Apply Finish

Die Standard-Excludes werden vom TSM-Server vorgegeben und mussen daher
nicht im Dialog nochmal ausgewahlt werden.

Auf ,Weiter klicken...

12
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"=

Client Options File
+/ Choose Task
+/ TSM Client Node Name
+/ Communication Method
+/ Communication Options
+ Server Stanza
=> Include/exclude list
File Exclusion
Confirm and Apply
Finish

Auf ,Weiter klicken...

—

Client Options File
+/ Choose Task
+/ TSM Client Node Name
+/ Communication Method
+/ Communication Options
+ Server Stanza
+ Include /exclude list
=> File Exclusion
Confirm and Apply
Finish

TSM Client Configuration Wizard

Select All

Click this button to select
all the items on the list.

e

Recommended Include/Exclude List

The following is a list of TSM recommended Include /Exclude
items for files which are not normally required for system
recovery. Selected items will be added to your configuration
file, and excluded from backups.

“J.../dsmsched.log"

EXCLUDE "/
EXCLUDE "/.../.hotfiles.bTree"
EXCLUDE.DIR /private /tmp
EXCLUDE.DIR /private /var/vm
EXCLUDE.DIR /private/var/tmp
EXCLUDE.DIR /.../.fseventsd
EXCLUDE.DIR /.../.Trashes
EXCLUDE.DIR /.../.Spotlight-V100

| SelectAll | | ClearAll

| Cancel | | <Back | | Next> | Apply Finish

TSM Client Configuration Wizard

e

Common File Exclusion Selection

Please select from the list the file types you wish to be
excluded. By default, all of these file types are included.

Extension Description

a Static Library
File Exclusion aif Audio Interchange File
[RElect one or more .aiff Audio Interchange File
commonly excluded file .arj Compressed Archive
types from the list. These .asf Advanced Streaming Format
types of files are potentially .asx Advanced Stream Redirector File
large files that you might .au ulaw/AU Audio File
GRS Lavi Audio Video Interleave File
as multimedia files, archive v " !
files, object fles, and core DI Binary File
or dump files. .bat Batch File
hmn Windows OS12 Ritman Cranhics
| SelectAll | | ClearAll |
| Cancel | | <Back | | Next> | Apply Finish

Hier bitte keine Auswabhl treffen...

Client Options File

+/ Choose Task

+/ TSM Client Node Name
+/ Communication Method
+/ Communication Options
+ Server Stanza

 Include/exclude list

 File Exclusion

=> Confirm and Apply
Finish

Sie werden nach dem Passwort Ihres Clients gefragt. Fir die erste Anmeldung
geben Sie hier das Passwort ein, welches Sie auf dem Antrag angegeben haben.

TSM Client Configuration Wizard

| cancel

e

Confirm and Apply your configuration

You have completed the configuration of the TSM Client
Options File. Click on the 'Apply' button to confirm your
configuration. The initial basic TSM Client Options File will be
saved to the disk.

Please note that this operation may take a while to
complete.

| [ <Back | Next > | Apply | Finish

Nach der ersten Anmeldung sollten Sie das Passwort auf neues andern, welches nur

lhnen bekannt ist!

Ein neues Passwort kdnnen Sie in der GUI vergeben (Menu Utilities).

13
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TSM Login

Login into a TSM server

User id: | TSM-NodeName |

sxrszrex [

| cancel | | Login |

Die Grundkonfiguration des Clients ist damit abgeschlossen. Klicken Sie auf Finish

und der Client wird gestartet.

Client Options File

+/ Choose Task

+/ TSM Client Node Name
+/ Communication Method
+/ Communication Options
/ Server Stanza

+ Include/exclude list

 File Exclusion
+ Confirm and Apply
=> Finish

TSM Client Configuration Wizard

e

Completing your configuration

A connection could not be established with the IBM Tivoli
Storage Manager server that was specified.

The configuration wizard is unable to contact the IBM Tivoli
Storage Manager server using the information that was
specified. Verify that the machine name or the IP address is
specified correctly, and verify that the IBM Tivoli Storage
Manager server is running on the specified port.

If the specified information is correct and you want to
continue without having a I1BM Tivoli Storage Manager server
connection (for example, for local backupset restore
purposes), click 'Finish'.

Cancel < Back Next > Apply | Finish |

14
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4. Anpassung der Konfiguration

Sie sehen nun die graphische Version des TSM Clients. Klicken Sie auf Edit und im
Anschluss auf Client Preferences.

Edit Actions Utilities

Welcome to IBM Spectrum Protect. Click below to perform a task.

Backup Archive

Backup and Restore copies of data that are
frequently updated.

Archive and Retrieve copies of data that are
preserved for a specific period of time.

Backup Archive
Copies files to server storage Creates an archive copy in

to prevent loss of data.

Restore
Restores saved files from
server storage.

long-term storage.

Retrieve
Retrieves an archive copy
from long-term storage.

Sie sehen die General Options des Clients. Hier andern Sie bitte die Einstellung fur
die Verwaltung des Error-Logs entsprechend der Abbildung:

Pe— General Preferences
Common Options

Backup

Node Name
et [rEsT.TsMmAC
Include-Exclude As Node Name
Scheduler

Prompt before mounting tapes
Communicat tion
nsaction Buffer

Regional Settings [2s600 o] K& ¢
Authorization Staging Directory
Web Client Browse...
Comman d Line

Snapdiff Change Log Dir Browse...
Diagnostics
e ———— Automatic Client Deployment
Deduplication G5

No
Error log
Log File Name
[Library/Logstivolitsmidsmerror log Browse...
Enable error log file wrapping
Maximum size (MB
Apply Reset Cancel oK

The 'General' settings have been loaded.

Anschliersend Klicken Sie auf der linken Seite auf den Punkt Scheduler.
Andern Sie die Einstellungen entsprechend der Abbildung.

15
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eCe Preferences Editor
General Scheduler Preferences
o Schedule Mode

Polling
Restore

Query Schedule Interval
Include-Exclude 1 -
Scheduler © Frompted
Communication Scheduler Your TCP/IP address
regional sett Use the Scheduler tab to Jlocalhost
egional Settings
& o pectfy,processing ptions Your TCP/IP port Session Initiation
for scheduled work. —
Authorization [iso1 ‘ Client B
Web Client -
Command Line Maximum command retries Retry period
Diagnostics 2 < 20 C | Minutes
Performance Tuning Schedule Log
Deduplication flleName
[Library/Logsfivolitsm/dsmsched log Browse...

Prune old entries. Enable scheduler log file wrapping
Prune entries older than Maximum size (MB

7 T Days 0

Save pruned entries

Prevent the following Preschedule command from executing:
Preschedule Command

Wait for the command to complete

Prevent the following Postschedule command from executing:
Postschedule Command

Wait for the command to complete
Prevent the following Administrator defined Commands from executing:

Scheduled Restore/Retrieve operations
Scheduled Operating System commands
Preschedule and Postschedule commands

App Rese Cancel OK

[ The Scheduler settings have been loaded.

Klicken Sie auf der linken Seite auf den Punkt Authorization.

Far die einwandfreie Funktion der automatischen Sicherung stellen Sie bitte die
Option Password Access auf den Wert Password Generate um. Dies fuhrt dazu,
dass das Passwort Ihres Nodes verschlusselt auf Inrem Rechner abgelegt wird.

(2)

General Authorization Preferences

Password Access
Backup

Password Prompt
Restore

Password Generate
Include-Exclude

Scheduler /Library/Preferences/Tivoli Storage Manager Browse...
Authorization

Communication for IBM Spectrum Protect services
Use this tab to specify

Regional Settings authorization options for Groups. Users

mhorimen yourdient
Authorization
Web Client

Command Line
Diagnostics
Performance Tuning

Deduplication
7 All groups and users can request IBM Spectrum Protect services

Encryption Key Password

Prompt for encryption key password
« Save encryption key password locally
Generate encryption key password
Encryption Type
*) 128-bit AES
256-bit AES

Cancel OK

The 'Authorization' settings have been loaded.

Klicken Sie auf der linken Seite auf den Punkt Webclient und tragen im Feld Web
CAD Port die Portnummer 1501 ein. Andern Sie die Managed Server Options auf
Both und schliessen Sie das Fenster Uber OK.

16
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General
Backup

Restore
Include-Exclude
Scheduler
Communication
Regional Settings

Authorization

Web Client

Command Line
Diagnostics
Performance Tuning

Deduplication

Web Client

Use this tab to specify
processing options for
your IBM Spectrum
Protectiveb client

Web Client Preferences

Ports N

HTTP Port

[1s81
Web Agent Port

Web client acceptor p

[1501

Managed Services Orf

ions

None
Schedule
Web Client

* Both

Privileges

Revoke remote

access privilege

[ The 'Web Client'settings have been loaded.

Apply Cancel

OK

17
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5. Einrichtung des Schedulers zur automatischen Sicherung

Offnen Sie die IBM Spectrum Protect Tools for Administrators und wahlen Sie
Start the Client Acceptor Daemon. Klicken Sie auf OK.

Which application do you want to run with Admi...

IBM Spectrum Protect
Start the Client Acceptor Daemon
Stop the Client Acceptor Daemon

Cance OK

Der Start des Client Acceptor Daemon (CAD) kann eine gewisse Zeit dauern. Klicken
Sie auf OK.

- 4 Please note, the process to start the Client Acceptor
;,g{” Daemon may take a couple of minutes.

—

Zum Start des CAD werden Sie zur Eingabe eines Mac OS X Accounts mit
Administrationsrechten (,root“- Rechten) aufgefordert.

Nachdem der CAD erfolgreich gestartet wurde, erscheint folgende Meldung. Klicken
Sie auf OK. lhr Rechner wird nun abhangig vom beantragten Schedule automatisch
gesichert. Grundvorrausetzung dafur ist, dass der Rechner eingeschaltet und eine
Netzwerkverbindung hat.

)
z'%{” The Client Acceptor Daemon started successfully.
. The PID is 34105 .

oK

18
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6. Hinweise und Anmerkungen

Falls Sie Hinweise oder Anmerkungen zu dieser Anleitung haben, oder Ihnen Fehler
aufgefallen sind, wenden Sie sich bitte an folgende Email-Adresse:

E-Mail: rrzk-helpdesk@uni-koeln.de
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